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test. pcap - Wireshark

Eile Edit Wew Go  Caphore  Analyze  Stabistics  Help
5w ee s oBxwa Bes T BE QA
E]Eilt‘er:l v o Expressin.., %Elaar of apphy
[ Tirne S0 e Destination Prokocal  Info =)
1 0.000000 192, 168.0.2 Broadcast ARP Who has 192.168.0.27 Gratuitous J =
2 0.2399133 192.168.0.1 192.168.0.2 HENS Mame query NESTAT * <005 <005 <00: <00
4 1.0256/59 182,168.0.2 224.0.0,22 TiGHP W3 Membership Report
& 1.0486852 192.168.0.2 239,255, 255, 250 upp Source port: 3193 Destination pot
& 1.0585053 192 1e8.0.1 182 _168.0.2 uoP Source port: 1300 Destination por
a9 1.082033 192.168.0.2 192.168.0. 255 HEWS Fegistration NE WE100610<00:
11 1.2J6155 192, 1e8.0. 2 192, TCP 3196 » http |[5YM]| Segq=0 Len=0 M55
12 1.24F282 192, 1e5.0.1 132, TCF Ittp = 3196 [3%MW, ACK] Seq=0 Ack=. w
< | >
Frame 11 [62 bytes on wire, 62 bytes captured) ~
Ethernet I[I, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Hetgear_2d:75:9a (00:09:5b:2d:75:9a)
Internst Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.1638.0.1)
=] Transmission Control Frotocol, Src Port: 3186 (31%6), Dst Fort: http (&80), 3deq: O, Len: O
Source port: 3196 (31967
Destination port: http (2803
sequence number: D (relative sequence number)
Header Tength: 28 hytes N
Flags: DxO00Z [SYM)
Window size: £4240 b
QD0 00 0% b 2d 75 53 00 Ob 54 20 od 02 O& 00 45 00 ce[-Ueue ] ... .EL
010 00 30 L5 48 40 00 80 06 6L 2c c0 aB 00 02 D a8 .0 HB... a,......
020 00 01 0c FC 02 50 3c 36 55 f§ OO0 00 Q0 OO0 FO D2 R N 18
030 fa fO 27 &0 0D OO 02 04 05 b4 01 01 04 OZ e e e
| File: "D:ftest,pran” 14 KE 00:00002 [Pi1200: 120 M0
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ho. - Time Source Diestination Protocal | Info &
192, 165.0.72 Broadcast ARP Who has 192,168.0,27 Gratuitous
2 0,299139 152.168.0,1 132.168.0.2 Name guery NESTAT *<00x<00x<00x<1
4 0,726445 192.1658.0,2 224.,0,0,22 w3 Membership Report
6 0,004286 192.168.0,2 233,255,255,250 M-SEARCH * HTTR/L.1
g 0,0042&9 192.168.0.1 132,168.0.2 S50P HTTP/1.1 200 OK
9 0,026385 192.168.0,2 132,168.0,255 MENS Registration NE WBLOOELD<0O>
11 0,114211 192.168.0,2 192.168.0.1 TCP 319 » http [SYN] Seg=0 Ack=0 Wi
12 0,001126 1592.168.0.1 132.165.0.2 TCP http » 3136 [SYN, ACK] Seq=0 Ack:
13 0,000043 192.168.0,2 192,168.0.1 TCP 319 » http [ACK] Seg=l Ack=l Wi
14 0,000126  192.165.0,2 192,165,0,1 HTTF SUBSCRIBE Supnp/service/LayeraFal
15 0,001858 192.168.0.1 192.165.0.2 TCP http » 3196 [ACK] Seg=l Ack=2%6 )
17 0,015534 192.168.0.1 192,168.0.2 TCP 1025 » 5000 [SYN] Seg=0 Ack=0 Wil
18 0,000036 192, 168,0,2 132, 168.0.1 TCP SO00 » 1025 [SYN, ACK] Seq=0 Ack:
10 0 NN TEN 107 140 N 107 1< 0 7 uTTD uTTD A1 N a0 O I
{ | ¥

ol gamans 3l Packet List cuawd &Y S

sl ) gy 4 298 0 030> GUIS Ceond ol )3 & (22 B s Slaig
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Packet Details -Y-£

W3 oo yiled Ty iy Cond Cuand 50 oad Qbes] (gaiun sz (Y USKE) Loy ol

Frame 1 (42 bytes on wire, 42 bytes captured)
Ethernet II, src: 192.16%.0.2 (00:0b:Sdiz0icdi0z), Dst: Broadcast (ffiffiffiffiffiff)
Address Resolution Protocol (request/gratuitous ARF)
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Device Description P Packets Packets/s
@l etho 192.168.0.127 486 2 [ﬁgtart l [ngtions l
@l any  Pseudo-device that captures on all interfaces 486 2 [agtart l lagpticns l
&l lo 127.0.0.1 [ﬂgtart l [ngtions l

oS 9 Jole s 3 bttty (1355 Lans bawsly B JS5

1wl j15 slociand Jold badiny 13,5 s baulg

Lawly galuwg pb:Device  ®

Ao s |y Oole cplolgsds 4 Wilgs o )l Al g5 o Sbu] Jole i bawgs &S lawly oo gs :Description e

5,50 TP sl g wlgs Wireshark 31 5,5 buly ol 5 wlgo Wireshark o« TP ol gl ([P @
0 IP ool 5 it )31 g 0 001y (LS gt ol p> UNKNOWN & jle ((15L5 39390 DHCP (cosiond yuu g poo)
g oo 030 inles gl ol Lass 54 4185

Lwly cpl 5l ead baus gladiu oluss :Packets o

Al op 3T 3 oad bus cladis dluss :Packets/s o

WSS o iBgie |y Jab s gl p|:Stop @

(o3 pbool Lo Sl 3T lasdass ) oalisl L) xS o 5T Ty58 1y Lawly () 3 baws ©lles :Start o

ol 0 031> ioles & S5 )3 0,0y ol .S e 3L 1) Capture Options o >x; :Options e

ey o yiwles |y help gaxaw Help @

S ooy o :Close @
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L BX

Wireshark: Capture Options

Capture
Interface: | Broadcom Netxtreme Gigabit Ethernet Driver: \Device|NPF_{4C4DBBEB-ACo5-4B46-3 | ~ |

Buffer size: : megabykels)
Capture packets in promiscuous mode

[] Limit each packet ko I:I brytes
‘igapture Filter: | |E]

IP address: 157.163.15.28

Capture Filels) Cisplay Cptions
File: | | Update lisk of packets in real time
Use multiple Files
- e gukomatic scrolling in live capture

[

| | Hide capture info dialog

Marne Resalution

Enable MAC name resolution
Stop Capture ...

L1 after I:I Enable netwark narme resalution
[]... after
Enable transport name resolution

[]... after | |

aﬁtﬂft H X Cancel

Capture Options oy & JSKi

D oo 03l Linled )8 4 (V JS3) Capture Info (so oy divs bus Sllas gl ! s

q o o (sl (LS Sl yi Jlodi (gl o 51 2aliiwl 2953 g Wireshar)&\{;&
NS /"%M/[/Q
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& Wireshark: Capture from Broadco... [Z”E|E|

Captured Packets

Tatal 143

SCTP 0 0, 0%
TCP 4 2, 7%
LDP 10z 63, 9%
ICMP 0 0, 0%
ARP 24 16,2%
OSPF 0 0,0%:
GRE 0 0, 0%z
MetBIo5 0 0, 0%z
IPx 2 3,4%:
VIMES 0 0, 0%z
Okher 13 d,5%:

Running oosoo:11

Capture Info (g0, v S

Jusunéﬂa.ab)».c9l.mwjaﬁw)lsi)‘ IEWIFVRALY u‘.o) chWdL&:M .)1..\:3)1 I))g)lf 0y L)’l

iy 53,5 S -1
Pl (5 (6,503 g vy bus Glles plsl s 13 (S il plosl JB &g g5 4 Wireshark ;s ladiws 5,5 s clles

(bws Sldas plal j ) batuy sosalin

Bty b 01838 ;3 (33,5 ik -1
Lo jild G )8 5)ls (5 S o 0i 00l Lisled) Capture Options (so o jl Filter ald (o 1y jxld o)l 1L jslaie oyl &
Ol Bl ©yp0 a4 adlgo ilons Jate oo 4, (01 b and) (Bl sl jSlas L oS adsl il 5l (glasgame JS3 4y 0aS
ol 15 yao oS s 1ld G IS IS 0 S eolatwl adol wlile gl o not (Sae
[not] primitive [and|or [not] primitive ...]
28l Slg oo 5 g 4 0aiS ks b Gl Jlie
tep port 23 and host 10.0.0.5
Shod 45> 4 amd o s canl okel ashdl )3 a5 (6,505 Jo A8 o ks 1) 10.0.0.5 Ljse /4 telnet Ly Jo oyl

< g

Ve o o (sl (LS Sl yi Jlodi (gl o 51 2aliiwl 2953 g WiresharJQY;% 75

VJ"%WVQ
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oS s |y 401 0 10.0.0.5 bsse 5 8 olaais 5> 4 telnet sl

tep port 23 and not src host 10.0.0.5

W ialed @l ;3 (13,5 bd -Y-1

It ke G4 g magd 35 pete 395 Y3 3)50 (sladta (59) &5 W30 |y Sl (pl Lo Lot les pn 3 (357 il
)3 3929 25 Gajlire (saliwgdy oy Ll Sl (35 yild 95l 3 Ngdie ey Lo 3 1 e 3550 sladia,
SSon e
Ly 3 ol A3 S 929 @
[ERVIERARVIS
bald e gawlie @
gy ®
)‘}f‘)‘?‘s Jl Filter cu.s 2 390 JSSgy pl O‘?su“’ us/)l‘“’ 4 (JSSon &y Slee bty ] L51)'1 Jie L')I?':'c 4
ploxl ol JSSgpm ol 9y 2 ratan 9,5 jibd Slles Enter alS 0,88 51w 93,5 3,y Wireshark Lol coy p jibs
w23 e laled [y 1EP SS9 59y 2 Wty (03,5 yilid 5l e A S5 0950
Ols V=V (olodinn) dgu5 oo Eopu8 VY (g05laud | dtay (gl 5 00,50 (6t Wiy iy 395 o0 odaliie S5 )0 oS 43S lod
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test. pcap - Wireshark

File Edt ‘Wew Go Capture pnalvee  Statistics  Help

< *

B o e EEx %38 18«3 »F & BEH &4

Filter: |TC|:] ¥ Expression... Clear Apply

Mo, - Tirne: Source Destination Protocal  Info e

.22k & S b 3 e SN 0 Len=0 M55
1,227282 i 192.168.0.2 http » 3196 [5VN, ] Seq=0 Ac

13 1.227325 192.158.0.2 192.168.0.1 TCP 3196 » http [ACK] Seq=1 Ack=1 Win
14 1,227451 192.168.0.2 192.168.0.1 HTTP SUBSCRIBE Aupnp/service/Layer3For
15 1.229309 192.168.0.1 192.168.0.2 TCP http » 3196 [ACK] Seq=l Ack=25a W
17 1.248355 192.168.0.1 e R e TCP 1025 » 5000 [SYM] Seq=0 Len=0 M:s
18 1.248391 192.168.0.2 192.168.0.1 TP 000 = 1025 [SYN, ACK] Seq=0 Ack=
19 1.250171 192.168.0.1 192.168.0.2 HTTP HTTP 1.0 200 O
20 1.250285 192.168.0.2 192.168.0.1 TCP 3196 » http [FIW, ACK] Seq=256 AC
21 1.250810 192.168.0.1 192.158.0.2 TCP http » 3196 [FIN, ACK] Seq=114 Ac
22 1.250842 192.1688.0.2 192.168.0.1 TCP 3196 » http [ACK] Seq=257 Ack=115
23 1.251868 192.168.0.1 192.168.0.2 TCP 1025 » 5000 [ACK] Seq=1l Ack=1 Win
24 1.252826 192.168.0.1 192.168.0.2 TCP http = 3196 [FIN, ACK] Seq=26611
20 by Amssas 192.168.0.2 192.168.0.1 TCP 3197 » http [SYW] Seq=0 Len=0 M:s
26 1.254502 192.168.0.1 192.168.0.2 TCP http » 3197 [S¥N, ACK] Seq=0 Ack=
27 1.254532 192.168.0.2 192.168.0.1 TCP 3197 » http [ACK] Seq=1 Ack=1 Win w

® Frame 11 (62 bytes on wire, 62 hytes captured)

= Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Netgear_2d:75:9a (00:09:5h:2d:75:9a)
@ Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)

# Transmission Control Protocol, Src Port: 3196 (3196), Dst Port: http (80), Seq: O, Len: O

pOO0 00 0% 5k 2d 75 9a 00 Ob 5d 20 cd OZ 08 00 45 00
0010 00 30 18 48 40 00 80 06 61 2c cD af 00 02 o0 ad
D020 00 01 Oc 7c OO0 50 3c 36 95 f8 OO0 0D OO OO0 70 02
D030 fa fO 2F 0 OO0 OO 02 04 05 b4 01 01 04 02

|File: "Diitest.pcap” 14 KB 00:00:02 |P: 120 D: 103 M: 0 [Expert: Errar]

1CP U595 59y »2 oty (3,5 il A IS

o ywd b8 Statistics coie )b jl CledMbl oyl 45 08 o walys 1) 4 (g )lo] SleMbl 5| g (o390 Wireshark

3 S sl (0B oIS 3550 55 SleMb] g o0 b sloatay L6 3,50 55 IS el ols g)bol cleMbl oyl .l

ol ool y5 55 SleMbl oyl

ol s sladins B 3yse > slaoMs :Summary e
ol band slading ) b JSSgy (o5 pedldw Hlidls :Protocol Hierarchy e
025 TP ola yo,d] oo S8l 5 asle :Conversations e
02 TP oyl & e Kl usle :Endpoints e
Oles anly 55 (Jed ol 5l (s 0lie L) adiws slaws Lisles 1O Graphs e
Lo S5 5l ot el g Camlgd)d Cpmr uagpw (2955wl oloj [Service Response Time — ©
.y @
L
Y o ot o S0eSnd Sl 5 o (1 o 1 ealiel agond  Wireshark Jf o yea
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WLAN Traffic Statistics -Y-1
ol » .cwl WLAN Traffic Statistics ¢4y ;5 Wireshark Lol gaxiw ;| Statistics (ssie )3 39350 slan 5 51 S

ol I o o (S0 Sl 0y oy D9 0 o3y L o lans e ) e (lodSd sl d)b\i Sl Cwond

ol o3 il 4 JSs ;> WLAN Traffic Statistics (s oy ad o (Ui oM &g 4 1) 0,5 bans Sldas (s 4o

WLAN Traffic Statistics

EBSSID channel ssiD . Beacons | Data Packets | Probe Req | Probe Resp | Auth | Deauth | Other | Percent | Protection |
|00:13:1a:30:12:c0 0 58 0 0 0 0 0 0.04%
| 00:02:23:46:99:8 11 AMX 744 6 0 14 0 0 0 0.46% WEP
| 00:0e:2e:c2:15:07 1 Fortress GB 13 0 0 0 0 0 0 0.01%
]00:13:13:6e:91:e0 1 Telenor Mobil WLAN 130030 9683 AES 15441 3 0 2 94.43% [
[] Name resolution M Only show existing netwarks

eﬂe\p l %gopy l I gglose

WLAN Traffic Statistics (ge,o A JS5

sl (o a0 (688 S (gl (6ylel ol (gorimd i ¢ 39d JSKb 50 o o3l Ui Cand j3 Jaw y»
ol Jib 56 MAC sauY )3 aomivo oyl 3 i Gl 0gMe &S A Jales plxil S)s0 4> :Name resolution e
b
sWSSID I b oyl SSID &8 pasxis clacwlg ,d 4uj5 ol ol L :Only show existing networks e

Ligah oo 48,5 01500 s Balaie Cund )0 29550

x>l =Y
[1] Ulf Lamping, Richard Sharpe, and Ed Warnicke, “Wireshark User's Guide: 29077 for Wireshark
1.2.0”, 2008.
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