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Length Total time Throughput Total fime Throughput MAP time MAP
(words) isec) (MEB/z) wio config (sec) | wio config (zec) Throughput
(sec) (MB/isec)

1024 0.059 0.08 0.00050 16.28 1.12E-05 73012
10,000 0.100 0.80 0.00133 B0.32 0.000101 79223
25,000 0.102 1.96 0.00266 75.19 0.000251 706,88
50,000 0.105 38 0.00432 81.30 0.000501 795.44
100,000 0.108 7.37 0.00832 B85.84 0.001001 793,22
250,000 0.123 16.27 0.02228 ga.y7 0.002501 705,68
500,000 0.146 27.32 0.044£21 o048 0.005001 795,84

Qbu@ujdﬁfo)'\,\jlcjj4,.@6\}.35“);@}\)3-\;)1.4)'—\J;,\g—
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o el S S SUS e b s pes 4 5 ol oLl Pipeline o) p2s MAP (55

.b}.i u.a aJLAT

Execution time [ms]
160

B configuration
140 [T data transfer
120 fcomputation i

1034 10,000 25,000 50,000 100,000 250,000 500,000
Murnber of encrypled blocks

Tripple DES r%),ﬁi-“ 53 esls gl Sk sl v |l Ol IS (gl — 4 IS
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Pentium 4 o305 5 595 2 1,21 0l 58 o3Il =Y
absl> 512KByte 5 1.8GHz Pentium 4 oaijls y b ot 55slS G s5s w08 oo
oJL:.; C,ﬁjf J.L.v Je LS)L‘"’ c)L:.; U’l‘ BE .L;j) 9 43.».“ A LS)L‘"’ abL_:.; L}é\ alosl~ lGByte K QL@."

el S v 5 5 C 0L bw 5 (g5l

P4 non-optimized P4 optimized

Length | Totaltime | Throu- | Totfal time | Throu-

{z=c) ghpu (==c) ghput

{words) (MB/sec) (MB/=)
1024 0.00379| 2.15520| 0.00102| B.0629%
10,000 | 003663 | 2.18400( 001010 7.92354
25,000 005279 215540 002561 7.80989
S0,000( 018637 | 214827 005116 7.81937
100,000 037150 2.15343| 0.059680 | 803233
250,000 091990 ( 217415| 0.25478| 7.84985
00,000 1.83200 [ 2.15341| 045841 5.02548

Pentium 4 ».53ls » <5, Tripple DES r:w)_(&l Sl oy S =Y Jsdr

w‘wt&&gf‘fi b.?-‘dLA) ‘EL\.M\ Q)}@d)bﬁb%)bbﬁ&&b%gjjbw

awilio

g

23 dsder > Pentium 4 Ll 53 SRC-62 55 s v Sl 53l ol ool sla SS o3Il slas

j‘:*'.’.j""’ J"‘J" Y',o JJJ\D- SRC-6€ ¢ Pentium 4 X3 de‘ QLU L: LS)L"“ OJL:’: BL) C_,.w‘ ol e.))jT

.o Pentium 4 ;I

MAP vs. Mon-optimized P4 MAP vs. Opfimized P4
Length Speedup Speedup Speedup Speedup Speedup Speedup
(words) Total Total wio MaP Total Total wic MAPR
Config Config
1024 0.04 7.5 3382 0.01 2.0 506
10000 0.37 276 38238 0.10 7.6 100.0
25000 0.81 45 369.7 0.25 9.6 102.0
50000 1.78 378 3720 0.49 10.4 102.1
100000 342 399 3711 0.92 10.7 995
250000 745 413 38748 207 11.4 101.9
500000 12.51 414 366.3 3.40 11.3 997

Tripple DES (..:wjfﬁ\ sl =1 s Pentium 4 U acslis 55 SRC-6e ;3 o o ool 331 =Y J g
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£ 200 $ P4 Optimized
= :
0.0 #a—= — - &
0 200000 400000 600000

Pentium 4 5 SRC-6e (¢l ; 23,8 e — \+ IS

DES Breaker pa 39531 5 jlw 00l

il DES (S (":“)'Q‘ Pentium 4 3 SRC-6¢ 4slis ¢l - Benchmark .3 Olse «

oL 6)‘.)5‘],0‘) ol S}l{}om.)\sobb JJL éL.]a:\ 6\).: p\JAﬁJSV.:Uﬂ\ U‘»{\J" NGO IrY W
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Mumber | Search Size | Total Total MAF
of DES (keys) Time Time: only
units (sec) wio {gec)
Config.
(sec)
128,000 | 0.101 0.0016 | 0.00128
1% 1,000,000 | 0.109 0.0103 | 0.01001
100,000,000 | 1.101 1.0006 | 1.00001
128,000 | 0101 0.0009 | 0.00064
2 X 1,000,000 | 0.104 0.0053 | 0.00500
100,000,000 | 0.602 0.5006 | 0.50000
128,000 | 0101 0.0008 | 0.00032
4% 1,000,000 | 0.102 0.0025 | 0.00250
100,000,000 | 0.352 0.2503 | 0.25000
128,000 | 0.087 0.0005 | 0.00018
8 x 1,000,000 | 0.098 0.0015 | 0.00125
100,000,000 | 0.222 0.1253 | 0.12500

SRC-6e ¢, » DES Breaker p::’)_}ﬁ\ 208 51l 0l — £ d s

Aas 0 QLS I MAP ;5 4, I FPGA sls d g sl YU Jgdr 55 Jsl O 52

Search size Time for non- Time for
{keys) optimized DES optimized DES
(sec) (sec)
128,000 0.25 22
1,000,000 1.87 24,64
100,000,000 198 .40 2384 51

Pentium 4,5 DES Breaker o, Sl sl 1 0boy S — 05

aba>e 5 S o, Pentium 4 4 s SRC-6€ ;3 Co e Jul38l Ol o 9 Jold aslin

wogr (WIS) osls sluws cpl 6l dassl &y smy (g3lw esly sl B 6550 r.:.uji}\ S 350

el osls Ol 20 C (g3l osly 5 S

Loalie 5o gy S 0l s os sl GY5b |2l Oley ol sl V) (IS 5 &5 ) shiles
03 0S5l sl b udS 15 CMA\JMVAJLE:J Oloj 5558 o s S S Olej O

L3 e A 55 MAP
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Execution time [ms)
1,200
[ configuration
1,000 —{ | datrtramster
[] computation
800
600
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128,000 2.5 157 .4 194.0
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100,000,000 180.2 198.3 198.4

128,000 2.5 265.1 387.8

2 X 1,000,000 18.9 a73n 294 B

100,000,000 2254 206.3 206.8

128,000 25 408.7 7746

4 X 1,000,000 19.3 706.0 789.0

100,000,000 B3l 7926 7936

128,000 2.8 500.0 1562.5

B X 1,000,000 20.1 1313.3 1576.0

100,000,000 Bo3.T 15834 15872

DES Breaker V":U)'Q‘ Sske o3l s Pentium 4 & <nd SRC-6e 55 Co o ol 531 — 1 J g

A Ud\j&w‘éﬁ)ﬂ‘r»dﬁ) .L’j.& LSJL""’ oJL:.; 6)\}4 Q)MWJ}\_}/\J;\

ol 5l Jast Oley 5 ko S Olej o S0 a5 55 b (58 (gilw e3ly FPGA G js 1) (65l 50 A1

dal g VOAY o e il 5l sl S Oy 8,8 el s s andl iy dalss AL 4 e

20

'Jﬁ



www., nohandesyar. com

S A

Shoslae OIS s plus e DES Breaker 5 Tripple DES oslaisl 5,4 Benchmark s
gl esls JUisl Olasein ;3 bl Ao aculre 4wl g3 a das o 0L 1 s &.J}Q‘
DES  aJl-s o Ly a8ly Olej esls JUsl oL > (slae  Tripple DES .uiS o Jos
& 4 SRC-6€ o530 A obs zlk S Hskilen 55l 501y 9 5 (85909 (S Breaker
3,05 Saws b, L, Application

05 Gk Sy Ol by sy LS e eslaul FPGA 5l &5 s (s A 5 S Sy O
e s sl Gl b Sleas ST o eslanad g Ko sl Jb o oy Sl S ola .
S8 53 oS s 3ph 4 S eddb Wl e s S 0le3 Cenl 3L s 5 12l Ol oS
355 e Oloj (pl &S 558 aw b o5 5 5 0l S la

33 8 (0,5 b (pber FPGA G o8 ik 5L ol 580 sy sla oy U1 (g5l 3Ly 5o

A sl SRC-6e (suel IS0 5 (suio S Olo O 3L o go ol opl &S

21



www., nohandesyar. com

&1 0

[1]- William Stallings, Cryptography and Network Security, Prentice Hall, 1999

[2]- Performance and Overhead in a Hybrid Reconfigurable Computer, Osman Devrim
Fidancil, Dan Poznanovic2, Kris Gaj3, Tarek El-Ghazawil, Nikitas Alexandridisl
1George Washington University, 2SRC Computers Inc., 3George Mason University 2003
[3]- ElectronicWarfare Digital Signal Processing on COTS, Computer Systems with
Reconfigurable Architectures, journal of aerospace computing, information, and,
communication vol. 2, October 2005

[4]- High-Level Language Abstraction for Reconfigurable Computing, Walid A. Najjar
University of California, Riverside

[5]- Implementation of Elliptic Curve Cryptosystems on a Reconfigurable Computer
[6]- Configurable Computing: A Survey of Systems and Software, Katherine Compton
Department of Electrical and Computer Engineering Northwestern University Evanston,
IL USA 2005

22





